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Copyright, trademarks and disclaimer

Copyright © 2018 Milestone Systems A/S

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.

Microsoft and Windows are registered trademarks of Microsoft Corporation. App Store is a service mark of
Apple Inc. Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This text is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserves the right to make adjustments without prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third-party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located in
your Milestone system installation folder.
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About this guide

IP Cameras
Network Infrastructure

POS & ERP

Computer Server & Storage Integrations

Mobile Devices

Access Control
Integration

To support the vision about the open platform community, Milestone provides the Milestone Integration
Platform Software Development Kit.

The guide is targeted at software developers and Milestone solution partners who want to build their own
integrated solution or customize their Milestone XProtect® VMS surveillance solution.

This guide helps you obtain the software and perform the installation on your PC. It serves as a point of
reference for documentation, and you can also find an introduction to the different ways of making integrations.

Remember to check the Milestone website (http://www.milestonesys.com) for updates to make sure you install
the most recent version of the software.
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Milestone Solution Partner

The Milestone Solution Partner program is for any company that wants to develop applications and product
offerings for Milestone XProtect VMS. Based on our open Milestone Integration Platform Software Development
Kit (MIP SDK), Milestone Solution Partners can create solutions that integrate systems in the areas of:

e Video

e Video analytics

e Audio

e Metadata

e Access control

e  Business systems

e FEvents

e  Building automation systems

e Control of devices connected to XProtect VMS

e  XProtect VMS configuration automation

Join the Milestone Solution Partner program

If you do not already have MSP membership, use the Milestone Solution Partner Application to apply for MSP
membership: (https://www.milestonesys.com/community/become-a-partner/solution-partner/)

Joining the MSP program gives you the following possibilities and benefits:
e Become a partner with the world's leading IP VMS provider.
e An opportunity to expand your business by creating solutions targeted for industry verticals.

e With increased exposure to Milestone sales partners, you can increase awareness of your solution and
its capabilities.

Discover all the Milestone Solution Partner integrations

Milestone has a wide range of Milestone Solution Partner integrations. In our Solution Finder
(https://www.milestonesys.com/solution-partners/solution-finder/). Milestone customers can search for the
video management solutions they need.

Milestone certified solution program

Milestone Solution Partners with commercially available software integrations or IT Infrastructure components
compatible with Milestone XProtect VMS can submit their solutions for certification.
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What is the MIP SDK?

MIP

The open platform is integrated in the following Milestone XProtect system components and applications:
e XProtect Smart Client
e  XProtect Management Client
e XProtect Management Application
e Management Server

e Event Server

MIP SDK

To have a truly open platform and a community around it Milestone provides the SDK that contains:
e Thetools for developing integrations
e Documentation of a set of interfaces
e Asetof wrapper .NET DLLs providing an easy interface to a variety of functionality
e Alarge collection of samples demonstrating different ways of using the MIP SDK
e Short descriptions and how-to guides
e Asmall application to display links to this information

e Libraries

The MIP SDK is also used internally by Milestone software development teams.

6 | What is the MIP SDK?
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Ways of making integrations

The following diagram shows the different ways to make integrations for XProtect VMS.
Protocol integration Component integration MIP plug-in

Examples: MIP
Analytics service on plug-in
Linux
or
mobile apps

3 party Windows
application

Management
Client

MIP Environment

General Access Transact
plug-in plug-in plug-in

Event Server

XProtect Video Management Software

—— |

Integration type overview

This table gives you an overview of the advantages and disadvantages of the different types of integrations.

Integration type Advantages Disadvantages

Operating system- and . .
development environment-agnostic. High complexity and low developer

Protocol
output.

Can enable high performance.

Easy development of new

applications.
Component Requires .NET environment.
Easy integration into 3rd party

application.
Fast development of functionality
without the need to build the
Plug-in hosting environment. Requires .NET environment.

Direct integration inside Milestone’s
clients.
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Low High
Protocol Integration Component Integration Plug-In Integration

MSP
MSP Application MSP Application P'“%'I” Ease of Integration

MIP Environment Intuition of Use
MIP Components

MSP

Milestone Integration Platform Plug-In

MIP Environment

XProtect® Servers

Protocol integration

Milestone Solution Partners can access the Milestone VMS configuration, get live or recorded video, and send
control commands as well as events to the Milestone server even when their applications are run on a non-
Microsoft operating system, or when their application has been developed using a non-.NET supported
language.

Examples:
Analytics service on
Linux

or
mobile apps

Why choose protocol integration?

Network-based

e Any operating system

e Any programming language
e Only requires network access (TCP/IP Socket, SOAP and others)
e Accessible from Java, Linux and more

e High performance
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Available protocols

Server Command SOAP Protocol for login and configuration access
Recorder Command SOAP Protocol for controlling devices

Image Server XML Protocol for controlling devices

Image Server TCP/IP Raw Protocol for access to live and recorded video

Central Protocol for retrieving live updates regarding status changes and events from XProtect
Enterprise and XProtect Professional systems

Status Protocol for retrieving live updates regarding status changes and events from XProtect
Corporate systems

Analytics and MAD Event protocol for generating new events

Protocol integration samples

The following are some of the samples available in the MIP SDK:

Alarm List

Bookmark Creator

Login .Net SOAP

TCP Video Viewer

Trigger Analytics Event via XML

Trigger Generic Event

Trigger Generic Event Stream

Mobile Server protocol sample

Mobile Playback protocol sample

9 | Ways of making integrations
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Component integration

When an end user application is developed by others than Milestone, such other developers can use the MIP
components to interact with the Milestone servers.

Use a component integration when you want access to video and want to share data with XProtect, but you
don't necessarily need a presence in the XProtect applications.

3rd party Windows

application

Third party Windows application

e Could, for example, be an Internet Explorer HTML page or any Microsoft-based application.

Why choose component integration?
e Faster development
e Send events to Milestone VMS

e Issue control commands to Milestone VMS or related devices, for example cameras with PTZ or
associated output

e Access the Milestone VMS configuration
e Display live and recorded video

e  Getlive video streams

Available components
e ActiveX (Milestone)

e ImageViewer ActiveX. Communicates with video management system servers, decodes all
supported codecs, and facilitates video display. Each ImageViewer ActiveX handles one video
stream

e AudioPlayer ActiveX. Communicates with video management system servers, decodes all
supported codecs, and facilitates audio playback. Each AudioPlayer ActiveX handles one audio
stream

e EngineManager ActiveX. Helps getting basic configuration and performing login processes on
servers. The EngineManager ActiveX is often used for HTML-based applications

e  MIP .NET Library
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e Access to Milestone server configuration
e Logon dialog
e Viewvideo
e Listento audio
e Control commands
e Eventtriggering
¢  Milestone Media Toolkit
e Accessvia both C++ and C#
e Able toretrieve from Imageserver, exported database and analytics servers
e Can specify resize, format, transcode and more

e (Canstore result as new database, transcode to JPEG, or as RGB

Component integration samples

The following are some of the samples available in the MIP SDK:
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Accessing Configuration and Status
e Configuration Access

e Status Viewer

e Status Viewer - Multi Site

e Alarm and Event Viewer

e Central Sample

e Status Console

e  Status Session Console

e System Status Client Console
e Configuration API Client

e Configuration APl Import

e Configuration APl Batch

e Show how to keep your configuration updated

Control & Data injection

e PTZand Presets

e Library Event Generator

e Analytics Event trigger via library
e User Interface Video Provider

e Log messages to Server

e (reate and manage bookmarks

e (Create and manage Evidence Locks
e Edge Video retrieval

e Matrix Server

e Bounding Box Metadata Provider
e  GPS Metadata Provider

e Video and Metadata Provider

e Metadata Provider with Multiple Channels

e Video Wall Controller

12 | Ways of making integrations

Access and Show Video, Audio and Metadata

e Video Viewer

e Video Viewer - Individual Playback
e Video Viewer Quality

e Image Viewer (html)

e Media Live Viewer

e Media Playback Viewer

e Media RGB Enhancement Live

e Media RGB Enhancement Playback
e Media Live Service C++

e Camera Stream Resolution

e Video Viewer - 2 way audio

Live JPEG Saver

e Audio Sample

e Export

e Audio Recorder

e Metadata Live Viewer

e Metadata Playback Viewer

e Smart Search (server side)
e Video File Viewer

e Video Viewer without Admin

e Utilize ImageViewerControl and
PlaybackUserControl

Logon & Environment Choices
e Windows login via ActiveX

e Multi-Site Viewer

e Multi-User Environment

e Surveillance Cloud
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Plug-in integration

A MIP plug-in is a plug-in developed by Milestone Solution Partners (MSPs) that can run in a number of MIP
products, enabling support of multiple products with a single developed plug-in. Plug-in integration gives the
ability to extend the functionality of the MIP-enabled Milestone applications.

MIP
plug-in

Management
Client

Why choose plug-in integration?
e Unified environment
e Runsinside MIP Environment
e XProtect Corporate Management Client
e XProtect Enterprise Management Application
e XProtect Event Server

e  XProtect Smart Client

Operation

Enables plug-in developers to create an operational interface directly integrated into XProtect Smart Client.
Management

Enables plug-in developers to create the configuration of the integration into XProtect Management Client and
Management Application.
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Events

Enables server logic (non-Ul logic) to be run inside the event server, for example to automatically react to events
from either XProtect or third-party systems.

MIP Environment

Transact General
plug-in plug-in

Event Server

MIP Environment
e  Unifies the environment for the MIP plug-ins

e The MIP environment uses .NET, and all samples are written in C#

This is true for the MIP environment, but the MIP SDK contains several parts that do not require .NET or C#.

The MIP environment lets developers:
e Add simple ways of system control, for example for handling devices with PTZ, events, and outputs
e  Store Milestone Solution Partner-developed configurations
e Share Milestone Solution Partner configurations between applications
e  Assign identical administrator look and feel for XProtect products
e Add specific user controls in XProtect Smart Client

e Add customized options menu configuration for common parameters, for example for using private
and shared views between all users

e Impose customized graphic overlays on live or recorded video, for example for video content analysis
(analytics) applications

e Access recorded images for post-processing management

Plug-in via XProtect Access
XProtect Access is an add-on product to Milestone XProtect VMS.

XProtect Access enables integration of access control systems with the XProtect VMS. Both video cameras and
access control can then be controlled from one centralized interface. XProtect Access works in installations of all
sizes.
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The following are some of the extensions to MIP SDK with features dedicated to access control integration into

XProtect:

e XProtect Access integration plug-in architecture on XProtect Event Server

e  Generic configuration of access control integrations in Management Client and Management

Application

e  Built-in features to support access control integration

e Smart Client access control workspace
e Smart Client live monitoring
e Smart Client MAP support

e Smart Client access request handling

Alarm configuration based on access control events The following are some of the key features of XProtect

Access:

Monitor

e Live Access Monitoring
e Live Overview

e Live State And Event

e Alarm Handling

Assist
e Access Request Fly-out

e Automatic Triggering Of Actions And Commands

Plug-in integration samples

Investigate
e Investigate Events
e (Generate Reports

e Filter Events/Doors

Administer

e Cardholder Administration

Configure

e Configuration Ul

The following are some of the samples available in the MIP SDK:
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Access Control
e Mini System

e Demo Access Control Plugin

Transact

e Sample Connector

Video & Audio
e Video Preview

e Smart Client RGB Video Enhancement

Licensing
e Concurrent license system
e Server connection license system

e Site license system

Video Overlay
e Analytics Overlay
e Smart Client Overlay on Event

e Smart Client Overlay Graph on Event

Smart Client Control

e Smart Client Video Replay

e Smart Client Dynamic view

e Smart Client Insert Camera

e Smart Client Hotspot

e Smart Client Independent Playback
e Smart Client Theme

e Smart Client Workspace

e Smart Client Toolbar Plug-in

e Smart Client Settings Panel Plug-in
e Smart Client Extension (Analytics)

e Smart Client Add User

16 | Ways of making integrations

Smart Client Data Handling

Smart Client view item data export
Smart Client Export

Data Source

Smart Client Bookmark

Smart Client Location Metadata
Smart Client Timeline

Sensor Monitor

Smart Client Alarm Preview

Message Communication

Chat

Others

Server Side Carrousel
Bat file execution from rule action

Access remote configuration effectively

How to access to properties from all environments

Tools

Configuration Dump

Service Test

Message Tester

Smart Client View and Window Tool
Download Manager Client

Smart Client message area

Tracing Events

Image Overlay Test
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Identify areas of integration

This table gives you an overview of some of the possibilities in the different areas of integrations.

Areas of integration

Video

Video analytics

Audio
Metadata

Access control

Business systems

Events

Building automation system

Control of XProtect VMS

XProtect configuration automation
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Some of the possibilities

Retrieve and display live or recorded video or single frame JPEG
images.
Place overlay information on live or recorded video.

Object detection, perimeter tripwires, license plate recognition and
facial recognition.

Retrieve and play audio streams.
Storage, playback, retrieval and sending of metadata.

Plug-in for event server via XProtect Access framework.

Integrate point of sale systems via XProtect Transact framework or
enterprise resource systems.

Trigger internal or external events and alarms. Retrieve analytics
events.

Create a plug-in for event server. User interface for events, alarms
and map is XProtect Smart Client.

Send and retrieve PTZ commands and positions from cameras. Send
a start or stop recording event from a device. Retrieve edge
recordings. Activate external output. Smart Wall functionality.

In XProtect Corporate and XProtect Expert, a configuration APl is
available.
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What to consider before getting started

e Decide on the right integration type and approach.

e I|dentify where end-users operate the system.

e Make architecture drawings of integration solution.

e Involve Milestone in the review of the suggested architecture.
e Integrate and test.

e Review test scenarios.

e  Get the solution certified.

e Add solution to Milestone Solution Finder (https://www.milestonesys.com/solution-partners/solution-
finder/).
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Minimum system requirements

e .NET Framework 4.5

e Microsoft Windows 7 64-bit (or newer)

e  Visual Studio 2013 (or later)

e  MIP supported Milestone VMS product:

XProtect Corporate
XProtect Expert
XProtect Professional
XProtect Professional+
XProtect Express
XProtect Express+

XProtect Essential+

19 | Minimum system requirements
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How to download and install

Milestone recommends that you install MIP SDK on a computer in a development environment and not on a

computer in an existing Milestone VMS environment.

Get a developer license to test your integration

If you are a Milestone partner, you can get a developer license to test your integration. To implement and
test your integration, you must install XProtect Corporate. Contact (mailto:partner@milestonesys.com) for a

developer license. You can download the software and documentation from the Milestone website.

To make your computer ready for XProtect integration development, follow the recommended steps to install

MIP SDK.

Sign up and download MIP SDK

To download the MIP SDK (https://www.milestonesys.com/mipsdk/):

1.

2.

Click the Sign up and Download SDK button.
Fill in the form and accept the terms and conditions.
A MIP SDK download button will be presented to you.

Click the button to download the MIP SDK installer file.

Install MIP SDK

When the download is complete, run the .msi installer file.
The setup wizard appears. Click Next to continue.

Read the Milestone End-user License Agreement. Select the | accept the terms in the license
agreement check box.

Click Install to begin the installation
Accept all warnings.

When the installation is complete click the Finish button to exit the setup wizard.

Milestone MIP SDK is now installed on your computer. The MIP files are located at:

C:\Program Files\Milestone\MIPSDK

C:\Program Files\Milestone\MIPPlugins

20 | How to download and install
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MIP SDK in Milestone clients

MIP SDK is now installed on your computer. The MIP tools and Plug-ins are visible in these clients:
e XProtect Management Application
e XProtect Management Client

e  XProtect Smart Client

In XProtect Management Client and XProtect Management Application the MIP Plug-ins are added to the Site
navigation pane. This consist of MIP SDK Samples and MIP SDK Tools.

& Milestone XProtect Management Client 2016 = B
Eile Edit Miew Action Tocols Help
H9 o eii
Site Navigation N
2 Alarms ~
= & milesione
= a MIP SDK Samples The Open Platform Company
=4 Controllers
& Doors %« MIP Plug-ins
[] Chat
&l SCL|oenseSarr'pres MIP Flug-in Version Developed by
(Bl ServerConnections Access Control (MIP v2.0) - Controller 1100 Milestone Systems
i Server Side Carrouscls Chat - Chat 1000 Milestone Systems
[&] SiteLicenses ’
W] VideoPreviews CorfigDump - ConfigDump 1.1.00 Milestone Systems
Message Tester - Message Tester 1.1.00 Milestone Systems
= i :I'I:IP SDK Tecls LicenseSample - SCLicenseSample 1.00.0 Milestone Systems
E2] ConfigDumps ServerConnectionLlicense - ServerConnection 1.0.0.0 Milestone Systems
':"‘ Mes.? ageTester Server Side Camousel - Server Side Camousel  1.0.0.0 Milestone Systems
(2] ServiceTests W ServiceTest - Service Test 1.1.00 Milestone Systems
< > Site License - Sitelicense 1.00.0 Milestone Systems

| site MNavigation I Video Preview - VideoPreview 1000 Milestone Systems

In XProtect Smart Client a WorkSpace Plug-in tab is added along with the MIP Plug-ins pane.

& Milestone XProtect Smart Client 2016

Live Playback Sequence Explorer Alarm Manager Property W

XProtect

¥ MIP Plug-ins
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Getting help

MIP Documentation

This is a comprehensive HTML-based documentation set describing the different ways software developers can
use MIP SDK to integrate applications and devices in the XProtect VMS.

e  One Ul contains all documentation.
e Search across notes and interface documentation.

e Theintroductions are useful to get acquainted with the terminology and basics of frequently used
topics in the MIP SDK.

e Documentation divided on key development approach: Protocol, Component and Plug-in.

> 'MIP SDK 2016 - Documentation A °“

integration Options >>> Protocol Integration Component integration  Plug-in Integration

Application Catalog A Home > Welcome to the MIP SDK Documentation )

e i Welcome to the MIP SDK
..rarm \ Documentation

* introduction to Events and Alarms . . .
* Introduction to controliing Output, PTZ 3nd Matitx Milestone Integration Platform Software Development Kit

* Introduction to Sites

* introduction to Media Tootkit This MiP SDK documentation is your entrance to the Milestone Integration Platform (MIP)

* Introduction to Independent Playback m Deveiopmemlal;n*s(sox); this is where you find inspiration and solutions for your

* introduction to Sman Client Theme development

= RGN Ron SNIIE IneJrton The Milestone Integration Platform enables fast and flexible integration between Miestone

2~ IVOuNon i WP M Ssane Conmuumication XProtect video management software, Milestone Solution Partner (MSP) appiications. and other
* Introduction to Access Control Module (ACH) third-party applications and devices.

* Introduction to Meladata

* Introduction to Configuration AP This documentation describes a number of solution scenarios as well as a wide range of

' Introduction to Rule System integration methods to use when implementing a solution. Using the MIP SDK, developers are able to

: perform actions—ranging from simple ones, such as straightforward exchanges of alerts, to
o Nekre more complex ones, such as complete integration of databases. With these actions, developers

Introduction to Transact connectors can create powerful solutions that meet the diverse needs of customers and greatly expand the
potential of the video management systems.

The MIP SDK includes a suite of protocols, components, and plug-ins facilitating integration

P S|

* Introduchon to MIP SDK version 3
* Introduction to MIP SOK version 3.6 Protocol Integration Componentintegration Plug-in Integration

* Introduction 1o MIP SDK version 2013 N < >

I © Milestone Systems 2014

v
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Find the MIP Documentation start page by searching for MIP Documentation in Windows or find the
shortcut in Windows' All Apps.

W

. Milestone
Mew

MIP .Net Library Samples o 22°
Mew 1 8 1°
MIP Documentation
Mew
MIP Plug-in Sampies
MIP Protoccl Samples
Mew

MIP Tools

XProtect Management Clie... Google Chrome

Sunny

Copenhagen

¥Protect Screen Recorder 2.

L
&
&
B
B
@
«
&

XProtect Smart Client 2016...

Control Fanel

Milestone Systems AS

Money
Mowvies & TY
EY Mozilla Firefax

N -
€ Back Task Manager

m® [
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Application Catalog

Inside the MIP Documentation you can locate the Application Catalog. The document is intended as a
combination of inspiration and a catalog of possible solutions when you consider what kind of integrations you
would like to develop for a Milestone VMS. The document describes scenarios that could be the background for
implementing a solution as well as the requirements and what you can achieve with this solution. The scenarios
also include an illustration with more detailed notes about the technical requirements.

> MIP SDK 2016 - Documentation - o lEN

Application Catalog A Home > Weicome to the MIP SDK Documentation A
* Compilete Application Catalog (POF)
- Welcome to the MIP SDK
rosactoss Documentation
Infroduction to Events and Alarms . . .
Introducson 1o controliing Output, PTZ 3nd Matrtx Milestone Integration Platform Software Development Kit
Introduction to Sites
Introduction to Media Tootkit This MIP SDK documentation is your entrance to the Milestone Integration Platform (MIP)
Software Development Kit (SDK); this is where you find inspiration and solutions for your

Introduction to Independent Playback

* introduction to Sman Client Theme Smcmc dmm tasks.
" odution S NialScs Inegeation The Milestone Integration Platform enables fast and flexible integration between Milestone
* Introduction to MiP Message Communication XProtect video management software, Milestone Solution Partner (MSP) applications, and other
* Introduction to Access Control Module (ACHM) third-party applications and devices.
*  Infroduction to Meladata
* Introduction to Configuration AP This documentation describes a number of solution scenarios as well as a wide range of
> ihdoctn’s R i T sl T Lo SARL e St Hach SRS S russe Beetncas G et €
*--AOGUNN 10 Bl 1oV Riariivers festiine re;te complex ones, sn.ncng as complete Integration of Mug&s, with theserg?uons. developers
* Introduction to Transact connectors can create powerful solutions that meet the diverse needs of customers and greatly expand the
potential of the video management systems
MIP SDK versions

The MIP SDK includes a suite of protocols, components, and plug-ins facilitating integration
* Introduchon to MIP SDK version 3
* introduction to MIP SOK version 36 v Protocol Integrati [ gration Plug-in Integration
* Introduction 1o MIP SDK version 2013 < > [

© Mitestone Systems 2014

v

Milestone Developer Forum

Join the Milestone development forum (https://developer.milestonesys.com), where you can ask questions and
share comments and experiences with the other developers and Milestone engineers. This is a meeting place
for solving development issues related to the MIP SDK and for meeting others in the Open Platform Community.
We encourage you to help each other out, share ideas and implementations, browse through a variety of
development topics, Knowledge Base articles, guides and other self-help resources.

Use your My Milestone log-in to:
e Write questions or answers and add likes.
e See and update your own profile including email notifications.

e Find other developers, see their profiles and acknowledge them.

24 | Getting help
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Now that your integration is complete

Submit your solution for certification.

Milestone Solution Partners with commercially available software integrations or IT Infrastructure components
compatible with Milestone XProtect VMS can submit their solutions for certification.

Learn more about how to certify your solution (https://www.milestonesys.com/community/developer-
tools/certify-your-solution/).

The Certified Solution accreditation offers you valuable benefits:
e Milestone's endorsement of your software integration
e Increased attractiveness to the channel due to proven maturity and quality of the software integration

e Differentiation from non-certified software integrations, providing a competitive advantage

Discover all the Milestone Solution Partner integrations

We have a wide range of Milestone Solution Partner integrations in our Solution Finder
(https://www.milestonesys.com/solution-partners/solution-finder/). Together with XProtect software, our
partners help solve customers' video system challenges.

25 | Now that your integration is complete
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About Milestone Systems

Milestone Systems is a leading provider of open platform video management software; technology that helps the
world see how to ensure safety, protect assets and increase business efficiency. Milestone enables an open
platform community that drives collaboration and innovation in the development and use of network video
technology, with reliable and scalable solutions that are proven in more than 150,000 sites worldwide. Founded in
1998, Milestone is a stand-alone company in the Canon Group. For more information, visit:
http://www.milestonesys.com.
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